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UNIT 4 ~ BIG DATA & PRIVACY 

Lesson 1 - Vocabulary 

• Moore's Law - a predication made by Gordon Moore in 1965 that computing power will double 
every 1.5-2 years, it has remained more or less true ever since. 
While the exponential growth principle is the same for data storage as it is for computing 
power/speed, it’s worth noting that Moore’s Law actually never referred to data storage 
capacity, only the number of transistors on a chip.  However, the phrase “Moore’s Law” has 
come to be used colloquially to refer to the idea that in computers and information technology 
everything seems to double - speed, size, capacity - every 1.5-2 years. 

• Big Data: a broad term for datasets so large or complex that traditional data processing 

applications are inadequate. 

Lesson 1 - Questions to Consider 

1. What kinds of fields and industries are there that aren’t affected by big data? Are there any 
areas of life that are impossible to be affected by big data? 

2. What are some of the challenges of working with big data? 
3. What’s different about working with big data versus other data we’ve seen so far? 

Lesson 6 – Thing to Consider 

• Privacy Policies on apps and what “The Cost of Free” means. 

• The economic concerns and consumer tradeoffs related to apps and websites that collect and track data 
about you in exchange for providing you a service free of cost. 

Lesson 7 - Vocabulary 

• Caesar Cipher - a technique for encryption that shifts the alphabet by some number of 
characters 

• Cipher - the generic term for a technique (or algorithm) that performs encryption 
• Cracking encryption - When you attempt to decode a secret message without knowing all the 

specifics of the cipher, you are trying to "crack" the encryption. 
• Decryption - a process that reverses encryption, taking a secret message and reproducing the 

original plain text 
• Encryption - a process of encoding messages to keep them secret, so only "authorized" parties 

can read it. 
• Random Substitution Cipher - an encryption technique that maps each letter of the alphabet to 

a randomly chosen other letters of the alphabet. 
• Atbash Cipher – an encryption technique that maps the first letter of the alphabet with the last 

and so forth.  
• Affine Cipher – an encryption technique in which a mathematical equation is used to encrypt 

the plaintext. 
• Polybuis Cipher – an encryption technique in which coordinates of a grid replace each character. 



• PigPen Cipher – an encryption technique in which symbols replace characters.  
• Frequency analysis is a technique that is based on how frequently certain letters appear in 

English versus others. 
o For instance, given a section of English text, E, T, A and O are the most common, 

while Z, Q and X are rare. Likewise, TH, ER, ON, and AN are the most common pairs of 
letters that occur next to each other. In fact, the distribution of letters is roughly the 
same for almost all samples of English text. 

Lesson 7 – Things to consider 

• Encryption is essential for everyday life and activity 
• The “strength” of encryption is related to how easy it is to crack a message, assuming adversary 

knows the technique but not the exact “key” 
• A random substitution cipher is very “crackable” by hand though it might take some time, trial 

and error. 
• However, when aided with computational tools, a random substitution cipher can be cracked by 

a novice in a matter of minutes. 
• Simple substitution ciphers give insight into encryption algorithms, but as we’ve seen fall way 

short when a potential adversary is aided with computational tools…our understanding must 
become more sophisticated. 

• If we are to create a secure Internet, we will need to develop tools and protocols which can 
resist the enormous computational power of modern computers. 

Lesson 7 – Questions to consider 

4. Plain text has been encrypted using a Caesar cipher to produce the following cipher text:  
rkfq clro moxzqfzb 

▪ How would you crack the code and determine the plain text? 
▪ What would be needed to decrypt the cipher text? 

 
5. Plain text has been encrypted using a Random Substitution cipher to produce the 

following cipher text:   
yddc axjz 

▪ How would you crack the code and determine the plain text? 
▪ What would be needed to decrypt the cipher text? 

6. Plain text has been encrypted using a Vigenere cipher to produce the following cipher 
text:   
BVBUKGDQIFTWAYGAUSICGLOQYOTNPSKXKIDKUU 

▪ How would you crack the code and determine the plain text? 
▪ What would be needed to decrypt the cipher text? 
▪ What makes this cipher better than the previous two ciphers? 

 

 

 



 

Lesson 8 – Vocabulary 

• Vigenère cipher (Vee-zha-nair): a method of encrypting text by applying a series of Caesar 
ciphers based on the letters of a keyword. 

• Computationally Hard - a "hard' problem for a computer is one in which it cannot arrive at a 
solution in a reasonable amount of time. 
 
 

Lesson 8 – Things to Consider 

• An Encryption algorithm is some method of doing encryption. 
• The Encryption key is a specific input that dictates how to apply the method and can also be 

used to decrypt the message. Some people might say "What is the key to unlocking this 
message?" 

• The Caesar Cipher is an encryption algorithm that involves shifting the alphabet 
• The amount of alphabetic shift used to encode the message is the key 
• When you are cracking the Caesar Cipher you are trying to figure out how much the alphabet 

was shifted - you are trying to discover the key. 
• There’s a common misconception that “cracking” and “decrypting” are interchangeable terms. 

Decrypting is just using an algorithm to undo the encryption. It's like using a key to unlock a lock. 
It’s what the sender is expecting the intended recipient to do to recover the original message. 
Cracking is more like detective work - it's like trying to pick a lock - using various methods to try 
to figure out what the secret message is without having or knowing the decryption "key" ahead 
of time. 

• For a long time, the Vigenère cipher was considered to be an unbreakable cipher and was used 
by governments to send important messages. 

• But in the 1800s Vigenere was discovered to be susceptible to a modified form of frequency 
analysis. After that point it was considered insecure.  Still the properties of Vigenere that we've 
found are desirable. 

• Before the Vignere cipher was cracked, many governments openly used it. That is, they made no 
secret about the fact that they were using the Viginere cipher - it was publicly known. In the 
modern day, it remains the case that most encryption techniques are publicly known. 

• A key is an input to an encryption algorithm. A password is basically the same thing. 

  



 

Lesson 9 - Vocabulary 

• asymmetric encryption - used in public key encryption, it is scheme in which the key to encrypt 
data is different from the key to decrypt. 

• modulo - a mathematical operation that returns the remainder after integer division. Example: 7 
MOD 4 = 3 

• Private Key - In an asymmetric encryption scheme the decryption key is kept private and never 
shared, so only the intended recipient has the ability to decrypt a message that has been 
encrypted with a public key. 

• Public Key Encryption - Used prevalently on the web, it allows for secure messages to be sent 
between parties without having to agree on, or share, a secret key. It uses an asymmetric 
encryption scheme in which the encryption key is made public, but the decryption key is kept 
private. 

• RSA encryption - modeC m n=  and moddm C n=  where m is the character for the plaintext and C is 
the cipher text character with the public key is (n, e)  and the private key is d. 

• Multiplicative Inverse – is calculated by finding  7* 1mod26N =   where N is the inverse. 
 

 

Lesson 10 - Vocabulary 

• Phishing Scam - The attempt to obtain sensitive information such as usernames, passwords, and 
credit card details (and, indirectly, money), often for malicious reasons, by disguising as a 
trustworthy entity in an electronic communication. 

• DDoS Attack – (distributed denial of service) the intentional paralyzing of a computer network 
by flooding it with data sent simultaneously from many individual computers. 

• Virus - a type of malicious software program ("malware") that, when executed, replicates by 
reproducing itself (copying its own source code) or infecting other computer programs by 
modifying them. Infecting computer programs can include as well, data files, or the "boot" 
sector of the hard drive. 

• Anti-virus - Antivirus software is a type of utility used for scanning and removing viruses from 
your computer. While many types of antivirus (or "anti-virus") programs exist, their primary 
purpose is to protect computers from viruses and remove any viruses that are found. 

• Firewall - a system designed to prevent unauthorized access to or from a private network. You 
can implement a firewall in either hardware or software form, or a combination of 
both. Firewalls prevent unauthorized Internet users from accessing private networks connected 
to the Internet, especially intranets. 

• SSL/TLS (assoicated with HTTPS) - Transport Layer Security (TLS) and its predecessor, Secure 
Sockets Layer (SSL), both frequently referred to as "SSL", are cryptographic protocols that 
provide communications security over a computer network. ... Websites use TLS to secure all 
communications between their servers and web browsers. 

 

Remember to complete all puzzles & watch all videos on code.org! 

Go over all old homework! 


